tech
GROUP human
mashfrog touch

Privacy Notice for Mashfrog SAAS Solution

Mashfrog Group Srl (“XXX,” “we,” or “us”) respects your privacy and is committed to protecting it through
our compliance with this Privacy Notice (“Privacy Notice”).

This Privacy Notice describes the information we collect and process related to the SaaS solution owned
and supplied by Mashfrog (“Mashfrog Solution”) that runs on SAP Business Technology Platform which is
regulated by the following terms and conditions https://www.sap.com/about/trust-
center/agreements.html (“SAP Platform”).

The Mashfrog Group Solution does not envisage the processing of personal data, only economic financial
planning data in an aggregate manner are processed by Mashfrog Group.

This Privacy Notice is addressed to the subjects potentially interested in the Mashfrog Solution available on
the SAP STORE which fill-in a SAP contact form in order to be contacted by Mashfrog for receiving more
information about the Mashfrog Solution.

By submitting the SAP contact form, you authorize SAP to share your Personal Data with Mashfrog and this
latter is allowed to use such data according to this Privacy Notice. For information on how SAP processes
your Personal Data, please refer to SAP’s Privacy Policy.

1. Purposes, Legal basis and Data Retention
We may use your personal information voluntarily submitted by you (such as name, surname, email
address, phone number) via the SAP contact forms, to fulfil your requests and to answer question or give
information asked by you about the Mashfrog Solution. When you use a SAP’s contact form, your personal
data may be stored in the SAP systems and processed according to SAP’s Privacy Policy. You may freely
decide to provide personal data required by the contact form. However, failure to provide such data might
cause the impossibility to process your request. This data will be kept for the time strictly necessary for
managing the contact requests, and however until a request for deletion is made by the interested party.
We may use your personal information to comply with applicable laws, regulations, and legislation, as well
as to comply with orders issued by authorities that are lawfully permitted to do so, including with respect
to the prevention and detection of information technology offenses, as well as to manage any complaints
or
disputes. The legal basis for using the personal information you provide us for this purpose is compliance
with the aforementioned laws, regulations, legislation, and/or orders.

2. Processing method
For the purposes above described, we may electronically and/or manually process your information. We
make use of reasonable technical and organizational security measures and safeguards that are designed to
help protect the data that we collect, use, and retain.

3. Data Recipients and Data Transfer
In connection with the purposes outlined in the section 1 above, we don’t disclose your information outside
the Economic European Area.
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4. Data subjects’ rights
You have the right to require the access to your personal data and, where the conditions are met, to
require the amendment or erasure of the same or restriction of the processing that refer to you, or to
oppose to the processing. Where the conditions are met, you have the right to data portability.
For the abovementioned communications, you may use the contact details reported in section 7 below.
You have the right to lodge a complaint to the responsible Supervisory Authority.

5. Data Controller and Data Protection Officer
The Data Controller for the processing of your personal data collected is Mashfrog srl with a registered
office in Via Giacomo Peroni, 400 00131 Rome, Italy, represented by the pro tempore legal representative.
The contact details of the Data Protection Officers are:

e Italy DPO: dpo@mashfrog.it

6. Updates to this Privacy Notice
We may make changes to this Privacy Notice from time to time. The “Last Update” noted at the top of this
page shows when this Privacy Notice was last revised. Any changes will become effective when we post the
revised Privacy Notice on https://store.sap.com.

7. Contact Us
If you have any comments or questions regarding this Privacy Notice or our data handling practices, please
contact us at ufficio.compliance@mashfrog.com
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